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Health Net Reports Data Breach Affecting 1:.9M Policyholders

On Monday, Health Net announced that It has lost digital records conlaining personal data én about 1.9
million current and former policyholders, the San Dlago Union-Tribune reports.

The Incident Is Health Net's second security breach In two years. In 2009, Health Net's Conneclicut office lost
a portable hard drive that contalned health and flnancial data on 1.8 million policyholders (Lavelle, San Disgo
Unlon-Tribtine, 3/14),

Details on New Data Breach

According to the California Depariment of Managed Health Care, Heallh Net reported that nine server drives
went missing from its data center in Rancho Cordova, Callf,

Health Net said the data might have included:

+ Names;

+ Soclal Securily numbers;

+ Addresses;

+ Health information; and )

* Financlal information (Glover, Sacramento Bee, 3/16).

Heallh Net sald the missing drives contalned personal data on Ils employees, health care providers and
policyholders. The insurer said it discovered the breach when it received a notification that 1BM -- which
handles the insurer's IT infraslructure -- could not locate the server drives (San Diego Union-Tribuns, 3114).

Health Net Response to Breach

On March 4, the insurer notified the Connscticut Office of the Attorney General about the latest breach by
telephone. On March 14, Health Net issued a public nolice about the incident (Goedert, Health Data
Management, 314},

Health Net said It Is notifying affected individuals "out of an abundance of caution” (Clark, HealthLeadors
Media, 3/16). The health plan would not say whether the drives were stolen (APISan Francisco Chronicle,
3/14).

Health Net sald it would offer two years of no-cost credit monitoring and fraud resolution services to affected
individuals. The insurer also said It would offer credit restoration and identity theft Insurance if needed
(Robertson, Sacramento Business Journal, 3/14).
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Health Net, IBM Lose Drives with Stored Customer Records
ARTICLE DATE: 03.16.11

By Mark Hachman

Managed health care provider Health Net sald this waek that "ssveral® drives managed by IBM had
gone missing, pulting poasibly 1.9 million records contalning the personat Infermalion of lis cuslomer base at
Hsk.

Haallh Nel dld not say how many secords may be
at isk, although lhe company says it admialsisrs
records to 6 milllen individuals. Data including
Soclal Securily numbers, names and addresses,
and other personal Informalion are af risk,
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On Monday, Health Net sald that "several” diives

had gonéa missing from a sen;er or servars .
oparated by |BM, His pariner, orag[agg %gn;grin S
Rancho Cordova, Calif. Howaver, (ke Callfornta '// % - N

Depariment of Managed Heallh Care sald that
ning of Health Nel's server dilves containing
parsonal Informalion for 1.9 milion current and
pasl enrollees nattorwlide are missing, Including
racords for more lhan 622,000 enrolless In Heallh
Net products regulated by the DMHC, more than
223,000 anrollad In California Deparlment of |
Insuranca preducls, and a number enrolled In Medicare.

A spbolgesman for Health Net declined to commenl bayond the gtatement thal the company published on ifs
Wab site,

Heallh Net sald that It was In contac wilh the individuals affscled by the breach, and that it would offer two
years of free cradit monitoring servicas, the restoration of credit files, and Insurance for Idenlily theft.

Gallfornla's Depariment of Managed Heallh Care sald thls waek that it will invastigato Health Neb's securily
praclicas, On Tuesday, Californta Insurance Commisslonar Dave Jones issuad a siatemant that asked Health
Net o forward lts findings fo the Californla Deparimant of Insurance. Jones also sald thal he would conduct an
Independant lollowup Investigation,

"I have been In conslant centact with Heaith Net, Inc. on Ihis mallsr, and [ am pleased to saa that the
company is lollowing prolocol by notifylng all the individuals affected by this privacy bresch," Commissioner
Jones sald In a stalement.. "With Identify theft crimes on the se, it Is more important than ever to aci
immadiately and comprehensively In addressing a privacy breach, Although Heallh Nel, Inc. has agread to
provide us with the findlags of its Internal investigalion, 1 intend te conducl a follow-up Invasligalion of the
brgach, [n the meanlime, policyholders should not hasltate lo contact my depariiment if they have hesn
Impacted by the breach,”

According lo tha Ponamon Inslitute’s April 2040 report {using 2009 data), he average cost of a dala braach
was $6.7 million In the Unlted Stales.

For more Informalion, Health Net customars are encouraged to visit the company's website al
wvw.healthnel.com or call 1-855-434-8081, 1l sald.

Editor's Note: This sfory was updaled al 11:46 AM with commont from Heallh Nal.
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Insurer Health Net waited until March 14 to disclose a data breach discovered on Jan, 21 Involving the
loss of nine server drives and the data of 2 milllon customers, employees and health care providers,

Health Net, a provider of health insurance to about 6 million people Rate This Artlole:
across lhe United Stales, has come under fire for reporling the loss of OO0 00 ®B

nine server drives at Its data center in Rancho Cordova, Callf,, nearly two | P0" . eit
months after it occurred. iRate

More than 2 million Health Net members, employees and health care E-mall & poF Version
providers may have been affected by the data breach, including about
845,000 California policyholders, according o The San Frangisce (=4 Print

Chrenicle. California regulators arg investigating ihe breach, the
newspapsr repors,

The insurer found out about the securily lapse on Jan. 21, when IBM, which manages the company's IT
infrastructure, informed Health Net that it was unable to locate server drives, according to a recording on Heaith
Net's dala breach hotlina {855-434-8081),

The health benefils provider began its Investigation at thal ime and learnad that the nine drives included
personal information for former and current Heallh Net members, employees and health care providers. The
company didn't repor the hreach to the public untll March 14,

Health Nel spokesman Brad Kieffer declined eWEEK's raquest for additional information on the breach but
sald, "We continue investigating unaccounted for server drives, and out of an abundance of caullon we are
nolifying our members,”

1BM [ssued the following stalement to eWEEK: "IBM conlinues to assist Health Nel with its investigation of
unaccounted-for server drives."

"Given the size and fype of data losl, this is a serious breach, and those affected should have been notified and
protected immediately when |BM notiflsd Heallh Net of the loss,” Rob Enderle, principal analyst for the Enderle
Group, wrote In an e-mail fo eWEEK,

"While the dslay was |Ikely due to the belief that these drives were sither misplaced or reused and not logged
and the hope they would fum up on a maintenance rolation, the exposure to those that may have been
compromised is excessive, and for an insurance company not to immediately mitigate this exposure—
unforgivable," Enderle said.

Information Included names, addresses, health informalicn, Social Securily numbers and/or financial
information, Heaith Net reports. The health provider has begun notifying affecled Indlviduals of the security
breach.

Health Net is offering two years of free idenlily protection through the Debix Identily Protection Network,
including fraud resolution, identity theft insurance and restoration of credit files.

The Heallh Net breach could be the most serious heallh care data breach since 2008, when incidents affected
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2.2 milllon people at the Universily of Utah and 2.1 million people at the Universily of Miami, according to the
San Francisco Chronicle report. ;

In May 2009, Health Net sufferad another security breach in which a portable disk drive holding the medical and
financlal data on 1.5 mililon members disappearad from its Conneclicut headquarters.

Dala breach penallles for Health Net could be severs, according to Enderle,

"This has issues that range from reporting requirements under Sarbanes-Oxley o reporiing requirements for
the SEC of a malerial financial exposure resulling from the potential liability," Enderie said. "Given the exposure
created { would expact the penaltles would be, and they should be, severe as a rasult.”
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